
The following statistics
were provided by the

Security Institute's
(CSI/FBI) 2005 Computer

Crime and Security Survey
of almost 700 Computer
Security Practitioners:

A TRUSTED PARTNER IN CHALLENGING TIMES

Today, one of the most debilitating risks facing organizations is the vulnerability of
information assets to threats from both internal and external perpetrators.  Part of
the process is to initially recognize the level of exposure and vulnerability due to
electronic malfeasance.  Once identified, an organization must respond decisive-
ly, immediately  and discretely to fully protect their interests.  

Wackenhut Information Security and Computer Forensic Services provides a
responsive and pro-active methodology, through the utilization of state of the art
technology and best in class assets.   The following are the Information Security
Services Wackenhut provides:

Information Security Services
Wackenhut provides Information Security Services for organizations requiring
expert assistance in safeguarding their information assets. Commencing with
establishing a compliant Information Security Policy and related programs, we
balance and satisfy the company's business needs, establishing appropriate lev-
els of security throughout the organization. 

Security Assessment
Wackenhut can help your organization assess its Security and verify that all the
components of the physical and Information Security Program function as 
expected.  A Security Assessment is broken down into the following:

- Vulnerability Assessment
- Threat Assessment
- Penetration Testing
- Wireless Security Assessment
- Physical Security Assessment
- Social Engineering Penetration Test

Forensic Computer Investigations
Wackenhut can provide the expertise to analyze your systems for evidence of
malfeasance and extract such evidence in a manner that will provide for its
admissibility in a legal proceeding.

The average loss for theft of 
proprietary information more than
doubled from $168,529 in 2004 to

$355,552 in 2005.

WACKENHUT INFORMATION SECURITY
SERVICES  

Financial losses resulting from 
unauthorized use of computer sys-
tems is calculated at $130.1 million.
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The average loss for unauthorized
access to information increased 

substantially from $51,545 in 2004
to $303,234 in 2005.

48 percent of the respondents indicated that their organization allocated
only 1-5 percent of the total IT budget to security.
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Vulnerability Assessment
Wackenhut's Vulnerability Assessment Service provides customers with both an 
assessment of the overall security of the organization's systems and a valuable baseline
for determining appropriate safeguards.  Periodic assessments are a requirement of
many compliance initiatives and verify that new system implementations and changes to
existing systems have not introduced new, unaccounted for vulnerabilities to the organi-
zation.

Threat Assessment 
Wackenhut's Threat Assessment Service works in conjunction with the vulnerability
assessment to determine the likelihood that an identified vulnerability will be exploited.
This is an essential step in determining which vulnerabilities could lead to significant risk
exposure if not corrected.  With vulnerabilities and threats identified, vulnerabilities can
be corrected in the order which eliminates the largest threats to the organization first.

Penetration Testing
Wackenhut's Penetration Testing Service provides a method of evaluating the overall
security of an organization's systems by simulating an attack by a malicious hacker.
Systematic testing enables an organization to identify and remediate vulnerabilities that
may otherwise result in a breach of systems security, compromise of data, and reduced
consumer confidence. 

Wireless Security Assessment
The rapid deployment of wireless networks has resulted in an unprecedented amount of
exposure for an organization's systems and networks.  Wackenhut's Wireless Security
Assessment Service analyzes current wireless configurations, identifies vulnerabilities,
provides recommendations, and assists in vulnerability remediation.

Physical Security Assessment
The integration of physical security and information security can no longer be over-
looked.  Not only is physical security a requirement of most compliance initiatives, it is a
requirement of a truly complete information security protection plan.  Wackenhut's
Physical Security Assessment provides this integration by validating existing physical
security access controls, providing recommendations for methods to improve integration
between physical and information security, and implementing the recommendations. 

Social Engineering Penetration Test
Wackenhut's Social Engineering Tests  assess the effectiveness of security awareness,
training, and education (S.A.T.E) programs by attempting to gain access to an organiza-
tion's systems through non-technical means.  Social engineering is a critical component
of an information security assessment as it helps to identify areas of weakness in an
organization that can not be addressed through technical solutions such as firewalls and
intrusion prevention systems.

Forensic Computer Investigations
Computer forensics services can be of invaluable assistance to corporations in investi-
gating fraud, harassment and discrimination, misappropriation of proprietary information,
and workers compensation issues. Wackenhut delivers expertise in electronic evidence
gathering, critical to the success of civil or criminal litigation. Offending acts might include
such information as personal comments pertaining to company leadership, disclosing
sensitive information as company financial, payroll information, proprietary plans for mar-
keting or product design, or other proprietary information. It is possible to establish the
identity of the party in question and make this information and the process for gathering
it admissible evidence in legal proceedings.
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